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ANNEX A
Extract from the OECD Privacy Statement Generator

http://www.oecd.org/document/39/0,2340,en_2649 34255 28863271 1 1 1 _1,00.html

HOW TO DEVELOP A PRIVACY POLICY

STEP 1. To ensure that you answer the questions contained in the Generator accurately, you
need to know what your personal data practices are. Therefore, before completing the
questionnaire, it is  essential to carry out an extensive internal review of your current
personal data practices. For example:

* Do you collect personal data?

» What kinds of personal data do you collect?

* How are they collected? From individuals, from third parties, from public bodies or
authorities? Are individuals aware that their personal data are being collected?

»  Who in your organisation is responsible for deciding what personal data are collected
and how?

*  Why do you collect personal data?

* How are they used?

» Who controls personal data once they are collected?

» Are personal data disclosed to third parties, and if so, why?

* How and where are they stored?

» Do you have standards, guidelines and regulations which apply to your collection and
use of personal data?

» Do you allow visitors access to the personal data you have about them?

» What happens if a visitor has a query about their personal data? What if they are not
satisfied with how you deal with their query?

Further guidance on carrying out an internal review can be found on the Web sites of SIIA,
USCIB, or CSA Model Code CAN/CSA-Q830.

You may also wish to consult:

www.jipdec.or.jp/security/privacy/index-e.html
www.research.att.com/projects/p3p/propgen
www.the-dma.org

www.truste.org/wizard

STEP 2. Once you have reviewed your current personal data practices:

*  You should review laws or (self) regulatory schemes which may apply to your collection
and use of personal data. Governmental agencies, non-governmental
organisations or private bodies may provide you with help in this respect.

It is recommended that you review your current practices against such regulations and amend
them where necessary to ensure compliance.



USING THE GENERATOR TO CREATE A PRIVACY POLICY STATEMENT

STEP 3. Once you have determined your current personal data practices and reviewed those
practices against relevant regulatory requirements, you are in a position to complete the
Generator questions. The Help Section provides explanations of terms used, guidance on what
is consistent with the OECD Privacy Guidelines, and, where appropriate, additional information
on other national, regional or international instruments. It is important to read the_technical
notes before answering the questions.

After you have completed the questionnaire as accurately as possible, a draft privacy policy
statement is automatically generated. It proposes pre-formatted sentences based on your
answers/choices.

ASSESSING THE DRAFT PRIVACY POLICY STATEMENT

STEP 4. Next, you should make sure:

» That the draft privacy statement accurately reflects your organisation’s personal data
practices.

» That the draft privacy statement complies with applicable national, regional and
international laws or (self) regulatory schemes.

» That errors are corrected and that the privacy statement reads smoothly.

PLACING YOUR PRIVACY POLICY STATEMENT ON YOUR WEB SITE

STEP 5. Once you are satisfied that your privacy policy statement accurately reflects your
personal data practices and complies with applicable regulations, you need to consider how to
make your statement publicly available. Regulations to which you may be subject may require a
specific location for such a statement, such as your homepage, or at the point(s) where
personal data are collected. In the absence of specific regulatory requirements, you may wish to
consider creating a link between your homepage and your privacy statement, or between pages
where you collect personal data and your privacy statement. The OECD Privacy Guidelines
recommend that individuals should be able to gain access to information about personal data
practices without unreasonable effort as to time, knowledge and expense. You may also wish to
create links to relevant Web sites to make visitors aware of any relevant regulations.

REMEMBER: Once your privacy statement is publicly posted, you may be legally liable if
you fail to abide by your privacy policy statement or if that statement does not comply
with local laws.

By following the above steps, you can help ensure that your policy statement will not
misrepresent your privacy practices or fail to comply with applicable regulations.



ANNEX B

Executive Summary the “ Research Report on Fair Processing Natifications: Current Effectiveness
and Opportunities for Improvement” , United Kingdom
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1 Executive Summary

This study examined the effectiveness of Fair Processing Notifications (FPNs) across
three media: hard copy, internet and telephone. The study considered FPNs in the
financial sector exclusively. The objectives of the study were:

To establish which attributes of FPNs (across all three media) are key in
making them understandable to recipients;

To establish which features of FPNs data controllers need to consider to
ensure that their FPNs are effective for users at the same time as being Data
Protection Act (DPA) compliant;

To provide guidance for data controlling organisations to produce effective
FPNs.

The study comprised 5 phases, the 3 principal research phases being:

Data Controller Survey :- survey of Financial Sector data controllers to
understand their requirements for and current difficulties with FPNs;

Research Alternative Notification Formats :- comparative evaluation of the
merits and problems associated with notifications presented in different
formats, covering hard copy, internet and telephone-based FPNs;

Stakeholder Review :- consultation process to ascertain the practicality of
changes to notifications as suggested by the research findings.

The Data Controller Survey found that despite a diversity of processes in the design
and production of FPNs, there were some common themes, including:

The complexity of the process of designing FPNs, with customers, commercial
and compliance issues all needing to be balanced,

The difficulty of getting the marketing opt-out process right;

The effort required to produce FPN variations;

The desire for guidance/guidelines for FPN design.

The Notification Formats study found that:

58.3% of participants say they ‘care’ about the small print;

59.8% say they ‘care’ about what happens to their personal information;
58.4% misunderstand what the DPA is about in relation to financial products;
Most people have little detailed knowledge of what happens to their personal
information;

Most people learn little from FPNs irrespective of the way they are presented;
Most people pay scant attention to FPNs;

71.8% would pay more attention to better designed FPNss;

Most peoples’ behaviour is at odds with their claim to ‘care’, and most people
justify the contradiction between ‘caring’ and a lack of real attention in terms
of a trade-off between the perceived risk and the level of effort required.
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The Stakeholder Review found that:

Stakeholders are willing to engage in efforts to improve FPN effectiveness;
Generally, the preliminary recommendations from the comparative study met
with approval; however there are practical issues such as space for hard copy
FPNs which have to be considered;

Recommendations which imply a change to place more responsibility on data
subjects are of interest to stakeholders, but may take time to implement and
require the agreement of the Information Commissioner;

Recommendations outside of FPN presentation, for example awareness
programs, are of interest but are long term and require the co-operation of the
Information Commissioner, industry and educational establishments.

Opportunities for improvement to FPNs can be found in:

The design and presentation of FPNs;

The management of FPNs to generate greater consistency of language and
structure across the financial sector;

Improving awareness of the importance of personal information, leading to
changes in behaviour where FPNs are encountered.

Within these areas short, medium and long-term actions can be identified which
together form an integrated strategy for improving the effectiveness of FPNss.

1.1 Results Summary

This section summarises the results in terms of the main questions for the research:

Are FPNs effective?

No. This study suggests that most people ignore FPNs when presented in hard copy
or on the internet (they have little choice but to pay some attention over the
telephone). When they do pay attention to FPNs, the study findings suggest that the
messages contained in the FPNs are not assimilated — people report very little of the
FPN content. With most people missing the FPNs or intentionally ignoring them, and
with those that do pay some attention to FPNs unable to report much of the content,
FPNs are not doing the task for which they were intended.
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Why is FPN effectiveness so poor?

There are a number of reasons for poor FPN effectiveness. Many concern the design
of the FPNs themselves, but the attitudes of data subjects are also important:

Data subjects do not pay attention because they perceive the risk as low;

Data subjects do not pay attention because they think it is ‘too late’ or ‘doesn’t
make any difference if I know about it or not’;

Data subjects do not pay attention because they are focused on the application
itself;

Data subjects think FPNs are about marketing and junk mail, and they are
confident that they’ve done all they need to when they tick the ‘no marketing’
box on an application form;

Data subjects have filled out forms and made applications before, and believe
this is just more legal jargon which they will not be able to understand even if
they do read it;

Data subjects do not pay attention because they trust the financial institution
they are applying to, and the Data Protection Act, to make sure everything is
‘above board’. In this research the use of a fictitious bank suggests that trust of
the organisation cannot have been influencing the observed behaviour.
However assumptions about the Data Protection Act may still have had an
effect;

There is a belief that the onus is not on them to protect their data, it is the
institutions’ job.

When they do pay attention, data subjects often fail to read FPNs completely and do
not report much afterwards because:

FPNs are too long and repetitive;
FPNs contain financial and legal jargon;

Data subjects are not engaged by the FPN — for example the FPN is presented
as a text in hard copy which does not require any involvement from them;

On the internet, insufficient effort is made to use the design space offered by
the technology to highlight key FPN points. In fact, websites appear to be
designed to get applicants through the pages as quickly as possible, with a
minimum of effort to bring FPNs to applicants’ attention;

They read the FPN but do not perceive it as relevant, or representing a
significant risk to them;

The structure of the FPN is unclear, so it is difficult to read the main points
quickly or selectively;

There is little use of mnemonics, structured text or text cues to facilitate the
memorability of the FPN material.
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Is one medium more effective than another?

Yes. Telephone appears to be a better medium for presenting FPN information than
either hard copy or the internet. People have to attend on the telephone in a way that
they do not with the other media. The main attribute seems to be that if you believe
that you might be asked a question at any moment, then you will pay attention;
additionally, telephone applicants cannot skip ahead to another part of the application
— the delivery is sequential. Of the three media, internet was notable for the ease with
which people were able to scroll through screens. However the down side to this is
that people can scroll quickly past material they need to read, such as the FPN. With
hard copy, the difficulty appeared to be in identifying the material amongst the
volume of paperwork.

Which formats work best, and which are preferred? Should FPNs be designed
for what works ‘best’ or what is preferred?

Hard copy — Condensed works best, Condensed is preferred.
Internet — Plain works best, Layered is preferred;
Telephone — Condensed works best, Layered is preferred,

In all cases the level of effectiveness was low, and in several cases there was only a
marginal difference between the best and worst performers. In designing FPNs it
would seem best to take the preferred formats and make them work better than they
do currently.

Is it the data subjects’ fault? Would they still not read the FPNs or remember
them even if a lot of effort was spent improving them?

No, it is not the data subjects’ fault, and Yes, a majority report that they would pay
more attention to the FPNs if the FPNs were more accessible (both in terms of finding
them in the application material and in terms of their content). It is entirely
understandable that data subjects approach the application task in ways that make
sense to them but which may mean that the FPN assumes a lower priority than might
be wished for. It is also entirely reasonable for data subjects to expect important
material to be presented in a way that reflects its importance. A number of
participants in the study noted that a lot more effort appeared to have gone into
making features of the product prominent than had gone into making features of the
handling of their information prominent.

Does this data generalise to other industry sectors?

This research was conducted in relation to financial sector FPNs. It is possible that
the relationship between an applicant for a financial product and a financial sector
data controller differs from the relationship between other consumers and their
associated data controllers. However, it is likely that the findings from this research
can be applied more extensively. Any such generalisation should, however, be treated
with caution without evidence from the specific context.
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What makes an FPN ‘good’?

The main requirement of an FPN is that it should be read, understood and
remembered (in addition to containing the information required to make it legally
compliant). A good FPN therefore:

Stands out from the surrounding material (in all three media);

Makes a very clear statement of what it is about in a title or heading, and
preferably does this in a way that attracts the attention of the largest range of
people. For example it makes an impact by using attention grabbing words in
the title like ‘risk’ or ‘your protection’. Data subjects have to be given a
reason to pay attention to an FPN;

Is clearly distinguishable from material on marketing (reasonable steps should
be taken to make it clear that the FPN, and the Data Protection Act in the
financial sector context, is not about preventing junk mail);

Requires action; people pay attention to anything in an application that
requires them to do something (answer a question, tick a box, sign
acceptance);

Uses the available techniques (e.g. layering in internet and telephone forms) of
easily understood writing;

Is involving, for example by requiring data subjects to tick a box when they
have read a sub-paragraph in hard copy, or requiring them to respond to a
question in a telephone script;

Uses short sentences, active voice, bullet points, and any available space;

Is short, but not so short that data subjects will feel that information has been
left out (it must at the very least contain information about credit reference
checks, fraud prevention agencies, financial associates, and what happens to
personal information (how long is it held for and who has access to it));

Is not in so small a font size that it will be difficult for people to read,

Uses mnemonics or ‘catch phrases’ consistently to get the FPN message across
to readers/listeners;

On the telephone, the script requires the adviser to announce the FPN is about
to be read, and then checks that it has been listened to and (at each main point)
understood;

Is consistent in terminology and content with other FPNs from the particular
organisation and as far as possible uses expressions common to the industry.

Note that the best way to promote and deliver FPN effectiveness is to specify the
required performance levels in advance and to design and test to those levels. If an
organisation specifies who will read its FPNs (age, educational level, experience with
financial institutions), and also specifies levels of attention to, understanding and
recall of FPNs, it will be able to improve the effectiveness of its FPNs.
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